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Introduction

As the reviewers of Group G’s final design document, we have found that the overall design of the Electronic Badge System (EBS) is sound. They have satisfactorily addressed all of the issues that we had previously called to their attention. Also, since their final design report was better specified than their preliminary report, we were able to review each of the protocols that they are using as well as the hardware state machines. From our examination, we believe EBS will work as expected and will meet the requirements that Group G has proposed.

However, we have identified three issues that Group G may want to consider when finalizing the design of EBS.

Pin-outs

When we reviewed the design document, we looked at the pin mappings for the connections between the FPGA and the microcontroller. We compiled a partial list of the pin mappings as shown in Table 1 below.

Table 1 – Pin mappings between the Microcontroller and the FPGA
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BADGEID[7]

6

P1, 3

BADGEID[6]

7

P1, 0

BADGEID[5]

8

P1, 1

BADGEID[4]

9

P1, 2

BADGEID[3]

70

P1, 5

BADGEID[2]

27

P3, 7

BADGEID[1]

77

P1, 4

BADGEID[0]

68

P1, 6

REQUEST

41

P0, 0

RESET

45

PC Parallel D0


From what we can see, some of the lines that are being mapped do not make sense. For example, the RESET line is using output port 45, which is tied to the PC Parallel Data 0 line. But the design report requires that the RESET line be mapped to a port on the microcontroller.

Furthermore, we felt that some of the pin mappings would not facilitate easy development for Group G. For example, the BADGEID bus is a contiguous bus of width 8 bits. It would then make sense if the entire bus were mapped directly to a port on the Microcontroller (ex. to P1). From Table 1 above, we found that some of BADGEID’s bus lines are mapped to Port 1 on the microcontroller and some lines are mapped to Port 3. Also, the bus bit order is not mapped to a logic order on the port pins. We felt that for development purposes, this ordering would cause a lot of management problems on the microcontroller.

We suggest that Group G use an entire port on the microcontroller for the BADGEID bus and to use a second port to contain all of the handshaking controls.

FPGA Design

A high level overview of the FPGA design was included in the Final Design Report. After looking at the FPGA design, we felt that there may be a problem with the way that the ID_CHECKER module’s state machine was implemented.

Our concern stems from the fact that the BADGEID data bus is not registered. In normal operations we have found that this can potentially be an issue. In the ID_CHECKER module, a USERDB representation of the lookup table uses the unregistered BADGEID bus to determine if the BADGEID is valid. Because the USERDB is a lookup table, if the BADGEID bus fluctuates, the VALID line will also fluctuate.

Thus, if the FPGA and the microcontroller get out of sync, it is possible that the state machine in the ID_CHECKER may sample the wrong value on the VALID line and consider and invalid BADGEID to be valid. Thus the ID_CHECKER would move to an incorrect state and now an unauthorized user can enter a restricted area.

Our suggestions would actually be to use Art’s lecture as a basis to develop some interface for the asynchronous interface on the BADGEID bus. From a very high level overview of the FPGA design, we believe that registering the BADGEID bus using the internal clock on the FPGA would be sufficient to avoid timing problems.

Implementation Suggestion

Group G is proposing to mount the EBS in the manner shown in Figure 1 below.
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Figure 1—Current EBS implementation

This figure is misleading however since the sonar ranging module that Group G is proposing to use is extremely directional. Thus, the sonar ranging module has a difficult time determine how far away an object is if the object is not directly in front of the sonar ranging module. Based on this fact, this means that a person who walks toward the door from the left would not be sensed. To address this problem, we suggest that Group G implement the EBS system as shown in Figure 2 below.
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Figure 2 – Proposed implementation of EBS

In the proposed implementation, the Door Module would be installed at an angle. This would allow the sonar ranging module to accurately detect if anyone is walking directly toward the door. This improves the usability of EBS.

Will the System Work

Finally, after thoroughly reviewing the final design document, we have found no other issues with Group G’s design. Under the requirements that Group G has proposed, we feel that EBS will meet them even under the worst-case scenario. We have also conversed with Group G and are confident that EBS will work as expected.
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